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We tend to think that viruses and malware exist in dodgy places. Think of those unsecured websites where you download movies and applications. Which is why it’s a surprise that a popular application is reported to have malware.



CamScanner 

Image credit: rappler.com
CamScanner is a very popular app that is used to scan images and produce PDF documents. In fact, the app reportedly has over 100 million downloads from the Google Play Store.

Unfortunately, researchers from cybersecurity company Kaspersky Lab report that they have found a Trojan module. The Trojan Dropper module is due to a third party advertisement library that was recently introduced.

Thankfully, as of now it is only the free version of the app is infected by the virus. The free version of CamScanner has been removed from the Google Play Store after Kaspersky reported their findings to Google.

Only the version that requires payment is still available for download. However, it would still be safer to uninstall the app regardless if it’s free or paid for. It’s definitely better to be safe than sorry when it comes to our cybersecurity. At least until everything is officially dealt with.





What the Malware does

Image credit: csoonline.com
Kaspersky discovered the Trojan Module after users were reporting suspicious behaviour found in the app. The trojan gave the perpetrators access to the victims’ smartphones where they could be shown intrusive advertisements. Even worse, they could steal money by signing up the victim for paid subscriptions.

According to Kaspersky, this is a recent issue with CamScanner. In fact, it is a result of the app’s developers partnership with an untrustworthy advertiser. They also noted that this is a similar Trojan Module that was found preinstalled in certain Chinese smartphones.

Always be careful when downloading apps and files onto any device, whether it’s your phone, tablet, or laptop. It is important to either install an anti-virus software or to scan your devices for malware as often as possible. When it comes to our information and privacy, sometimes a price to pay is worth it.
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Media, Culture, and Communication student who loves eating, playing sports, and consuming pop culture.




	        


RELATED ARTICLESMORE FROM AUTHOR


	

	

        
            
                
                Fun            

            
                Break Fast at These 8 Ramadan Buffet Spots in Singapore
            

        

        
	
 

	

        
            
                
                Fun            

            
                Break Fast at These 8 Ramadan Buffet Spots in Klang Valley
            

        

        
	
 

	

        
            
                
                Fun            

            
                Enjoy a Productive Day at These 8 Exhibitions in Singapore
            

        

        
	
 


	

	

        
            
                
                Fun            

            
                8 Phone Case Brands to Protect Your Precious iPhones
            

        

        
	
 

	

        
            
                
                Fun            

            
                8 Things to Do When Visiting Port Dickson
            

        

        
	
 

	

        
            
                
                Fun            

            
                Walk Comfortably With These 7 Insoles for Plantar Fasciitis Sufferers
            

        

        
	
 



 
                            
                        
                        
                            
                                			
TallyPress.com






		Also Read



	

        

        

        
            15 Must-Listen-To Christmas Songs to Include on Your Holiday Playlist
            
                                                                            

        


        


        
	
 

	

        

        

        
            Top 10 Chinese Medicine Halls in Singapore
            
                                                                            

        


        


        
	
 

	

        

        

        
            Items Can No Longer Be Misplaced By Playing The Game of...
            
                                                                            

        


        


        
	
 

	

        

        

        
            9 Delicious Vegetarian & Vegan-Friendly Eateries in Ipoh
            
                                                                            

        


        


        
	
 

	

        

        

        
            St. Louis Superman By Malaysian Producers Receive Oscar Nomination
            
                                                                            

        


        


        
	
 

	

        

        

        
            The Top 8 Things Worth Splurging On
            
                                                                            

        


        


        
	
 


 
 


 


Featured Brands
			

		                            

                        

                             
     
 








    

	    
		    
                		    

	    


        

            
                
TallyPress is an online media that specializes in curating various topics, to help you discover local trends in Malaysia & Singapore.
Contact us: tallypress@gmail.com


        
            
                
            
        
        
            
                
            
        
        
            
                
            
        
        
            
                
            
        

            

        

    





    
        
            
                
                        	About Us
	Our Services
	Get Featured
	Contribute
	Contact Us


                


                
                    © TallyPress Media | All Rights Reserved                

            

        

    






    

    



    
    
    
    

	
		
		
							
						×
					
	































